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The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G VN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via N19 and other packet flows are forwarded to N6.
The UPF local switching, N6-based forwarding and N19-based forwarding methods require that a common SMF in a single SMF(set) or several SMFs in a multiple SMF(set)s areis controlling the PSA UPFs for the 5G VN group.
5G VN group communication includes one to one communication and one to many communication. One to one communication supports forwarding of unicast traffic between two UEs within a 5G VN, or between a UE and a device on the DN. One to many communication supports forwarding of multicast traffic and broadcast traffic from one UE (or device on the DN) to many/all UEs within a 5G VN and devices on the DN.
Traffic forwarding within the 5G VN group is realized by using a UPF internal interface ("5G VN internal") and a two-step detection and forwarding process. In the first step, the packets received from any 5G VN group member (via it's PDU Session, via N6 or via N19) are forwarded to the UPF internal interface (i.e. Destination Interface set to "5G VN internal"). In the second step, PDRs installed at the UPF internal interface (i.e. Source Interface set to "5G VN internal") detect the packet and forward it to the respective 5G VN group member (via it's PDU Session, via N6 or via N19). The details of the PDR and FAR configuration are described in the following clauses.
For UEs belonging to the same 5G VN group and having PDU Sessions that correspond to N4 Sessions in the same PSA UPF, the following applies for traffic that is sent from one of these UEs to another one of these UEs using local switching: The incoming traffic for one PDU Session will match the corresponding N4 Session's PDR(s) of the source PDU Session (based on GTP-U header information). The traffic is then sent back to classification in that UPF (via the internal interface) and will match another N4 Session corresponding to the destination PDU Session (based on destination address in the PDU). The PDU is then forwarded to the target UE.
If 5G VN group members' PDU Sessions are served by different PSA UPFs and N19-based forwarding is applied, the SMF creates a group-level N4 Session with each involved UPF to enable N19-based forwarding and N6-based forwarding. When the traffic is then sent back to classification in that UPF (via the internal interface) it may match group-level N4 Session corresponding to the 5G VN group (based on destination address in the PDU or a default PDR rule with match-all packet filter). The PDU is then forwarded to N6 or to the UPF indicated in the group-level N4 Session via corresponding N19 tunnel. This enables the PDU to be sent to the target group member in the other UPF or to the device in the DN.
If 5G VN group members' PDU Sessions are served by different PSA UPFs controlled by different SMF(set)s, the static connectivity between UPFs can be setup. The SMFs will construct a virtual network between UPFs belonging to different SMF (set)s, and the user plane tunnels can be configured using OAM between 5G VN UPFs via N19/N6. These inter-UPF user plane tunnels may use GTP-U or IETF VPN which is further sepecified in clause 5.29.4a and Annex X.
In the case of N19-based forwarding is not applied for a 5G VN group, group level N4 session is not required.
If more than one 5G VN group has to be supported in the PLMN, the N4 rule attribute Network Instance is used in addition to the UPF internal interface and set to a value representing the 5G VN group. This keeps the traffic of different 5G VN groups separate from each other and thus enables isolation of the 5G VN group communication during the packet detection and forwarding process. The SMF shall provide the PDRs and FARs related to the UPF internal interface as follows whenever more than one 5G VN group has to be supported in the PLMN:
-	The FAR with Destination Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group.
-	The PDR with Source Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group.
Forwarding Ethernet unicast traffic towards the PDU Session corresponding to the Destination MAC address of an Ethernet frame may correspond:
-	either to the SMF explicitly configuring DL PDR(s) with the MAC addresses detected by the UPF on PDU Sessions and reported to the SMF; this is further described in clause 5.8.2.13.1;
-	or to the SMF relying on MAC address learning in UPF as defined in clause 5.8.2.5.3. To request this UPF behaviour the SMF sets the Ethernet PDU Session Information indication in the DL PDR of the "5G VN internal" interface related with a 5G VN group. This may apply in the case that all PDU Sessions related with this 5G VN group are served by the same PSA or by multiple PSAs not inter-connected via N19.
For Ethernet traffic on 5G-VN, in the former case above where SMF explicitly configures DL PDR with the MAC addresses detected on PDU Sessions supporting a 5G VN group, the SMF acts as a central controller which is responsible for setting up the forwarding rules in the UPFs so that it avoids forwarding loops. The SMF becomes aware of the MAC addresses in use within a 5G VN group by the UPF's reporting of the MAC addresses. The SMF is responsible to react to topology changes in the Ethernet network. Local switching without SMF involvement is not specified for a 5G-VN when different PDU Sessions related with this 5G VN group may be served by different PSA(s) connected over N19.
NOTE:	The mechanisms described above implies signalling on N4 Sessions related with a VN group each time a new MAC address is detected as used (or no more used) within a PDU Session related with this 5G VN group. Hence the usage of the solution with SMF explicitly configuring DL PDR with the MAC addresses defined in this release can raise signalling scalability issues for large VN groups with lots of devices (MAC addresses) served by PDU sessions related with this VN group.
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Session management as defined for 5GS in clause 5.6 is applicable to 5G-VN-type services served by a single SMF(set) with the following clarification and enhancement:
-	A UE gets access to 5G LAN-type services via a PDU Session of IP PDU Session type or Ethernet PDU Session type.
-	A PDU Session provides access to one and only one 5G VN group. The PDU Sessions accessing to a certain 5G VN group should all anchor at the same network, i.e. the common home network of 5G VN group members.
-	A dedicated SMF in one single SMF set is responsible for all the PDU Sessions for communication of a certain 5G VN group. SMF selection is described in clause 6.3.2.
NOTE 1:	The network is configured so that the same SMF is always selected for a certain 5G VN group, e.g. only one SMF in one single SMF set registers on the NRF with the DNN/S-NSSAI used for a given 5G VN group.
NOTE 2:	Having a dedicated SMF in one single SMF set serving a 5G VN does not contradict that redundancy solutions can be used to achieve high availability.
-	A DNN and S-NSSAI is associated with a 5G VN group.
-	The UE provides the DNN and S-NSSAI associated with the 5G VN group to access the 5G LAN-type services for that 5G VN, using the PDU Session Establishment procedure described in clause 4.3.2 of TS 23.502 [3].
-	During establishment of the PDU Session, secondary authentication as described in clause 5.6.6 and in clause 4.3.2.3 of TS 23.502 [3], may be performed in order to authenticate and authorize the UE for accessing the DNN and S-NSSAI associated with the 5G VN group. Authentication and authorization for a DNN and S-NSSAI using secondary authentication implies authentication and authorization for the associated 5G VN group. There is no 5G VN group specific authentication or authorization defined.
-	The SM level subscription data for a DNN and S-NSSAI available in UDM, as described in clause 5.6.1, applies to the DNN and S-NSSAI associated to a 5G VN group.
-	Session management related policy control for a DNN and S-NSSAI as described in TS 23.502 [3], is applicable to the DNN and S-NSSAI associated to a 5G VN group. This includes also usage of URSP, for the UE to determine how to route outgoing traffic to a PDU Session for the DNN and S-NSSAI associated to a 5G VN group.
-	Session and service continuity SSC mode 1, SSC mode 2, and SSC mode 3 as described in clause 5.6.9 are applicable to N6-based traffic forwarding of 5G VN communication within the associated 5G VN group.
-	A PDU Session provides unicast, broadcast and multicast communication for the DNN and S-NSSAI associated to a 5G VN group. The PSA UPF determines whether the communication is for unicast, broadcast or multicast based on the destination address of the received data, and performs unicast, broadcast or multicast communication handling.
-	During the PDU Session Establishment procedure, the SMF retrieves SM subscription data related to 5G-VN type service from the UDM as part of the UE subscription data for the DNN and S-NSSAI.
-	In order to realize N19 traffic routing, the SMF correlates PDU sessions established to the same 5G VN group and uses this to configure the UPF with the group level N4-session including packet detection and forwarding rules for N19 tunnelling forwarding.
5.29.3a	PDU Session management across multiple SMF(set)s
A 5G VN group may be served by a single SMF (set) or different SMF (set)s. Set functionality is used to support SMF redundancy for reliability of the 5G VN group communication. Session management as defined in clause 5.29.3 is applicable to 5G-VN-type services served by different SMF (set)s with the following clarification and enhancement:
[bookmark: _GoBack]-	The associations between one or more SMF Sets and the DNN, S-NSSAI of the associated 5G VN group is registered and discovered in NRF per existing mechanisms as defined in clause 6.3.2(e.g. SMF registers the DNN+S-NSSAI it supports to NRF).
-	The SMFs that registered to associate with the DNN, S-NSSAI of the associated 5G VN group should be available in the service area of the 5G VN group.
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The UPFs may be served/controlled by a single SMF (set) or different SMF (set)s for a certain 5G VN group.
For UPFs served by a single SMF Set, N19-based forwarding, N6-based forwarding and local switch as defined in clause 4.4.6 can be used with the following clarifications:
-	The SMF set or SMF instances in a SMF set support functionality for 5G VN group communications across SMFs. As an example, the SMF(s) can share contextual information associated with the 5G VN group (DNN + S-NSSAI). The contextual information may e.g. relate to the N19 configuration, the list of PDU Sessions established by 5G VN group members, etc.
NOTE 1:	Implementation dependent mechanism can be used between SMF(s) that are part of a SMF set to control the N19 configuration.
For UPFs controlled by different SMF Sets, there are two types of the connectivities between 5G border UPFs which are defined in the following:
-	Among the UPFs controlled by one SMF (set), some or all UPF(s) support user plane tunnels towards UPF(s) controlled by other SMF (set)s. These UPFs are referred as "border UPFs".
-	Static connectivity between UPFs: To construct a virtual network between UPFs belonging to different SMF (set)s, user plane tunnels are configured using OAM between 5G VN border UPFs via N19/N6. These inter-UPF user plane tunnels may use GTP-U or IETF VPN (e.g. GRE or MPLS, e.g. as defined in RFC 4364[x] for L3VPN). The work procedure for the static connectivity between UPFs is further sepecified in Annex X.
NOTE 2: How to implement the user plane tunnels configured between UPFs is up to network implementation and deployment.
-	Dynamic connectivity between UPFs: This will not be specified in Rel-18.
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How static connectivity between UPFs controlled by different SMF(set)s works in a 5G VN group
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This Annex provides a work procedure for the static connectivity between UPFs controlled by different SMF(set)s in the case inter-UPF user plane tunnels  use GTP-U and VPN for a 5G VN group.
In the case of GTP-U: 
1)	OAM ensures that F-TEIDs are reserved at each 5G VN border UPF for inter-5G VN border UPF tunnels. 
2)	OAM configures each SMF(set) with the F-TEIDs of enabled links towards other 5G VN border UPFs controlled by other SMF(set)s. 
3)	For a 5G VN using IP PDU Sessions, each SMF(set) may be configured with the remote F-TEID used to reach a (set of) IP address range (e.g. IP address range managed by another site). Then the SMF(set) can configure its UPF(s) (including 5G VN border UPF(s)) accordingly.
4)	For a 5G VN using Ethernet PDU Sessions, the UPFs apply source MAC address learning on the N19 links. The UPFs may use technologies defined by other SDOs such as IEEE to do this.
NOTE: Care needs to be taken when configuring the N19 links and the user plane forwarding to ensure loop free forwarding.
In the case of VPN: 
· OAM provides the 5G VN border UPFs with the relevant configuration needed to establish the VPN for either Ethernet or IP, i.e. configuration of Provider Edge (PE) functionality. Traffic forwarding decisions are made by 5G VN border based on the VPN technology (e.g. using BGP for L3VPNs).
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